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ABSTRACT 
Authentication means acknowledging a user’s identity. It is the way of associating a 
request with a set of identity. The identification provided is an authorized user’s 
information on a personal computer system or within an authentication server. A 
graphical password is a validation system in which user has to select from images, in a 
particular order, presented in a graphical user + interface (GUI). Graphical passwords can 
be easily remembered, as users remember images better than words. Also, the system 
should be more unaffected by brute-force attacks, because there is practically an infinite 
search space. Complex text passwords are hard to remember and simple textual 
passwords are easy to guess. Graphical passwords provide more robustness and 
memorability. It is a secure mechanism to provide authenticated sign up to a system. 
Keywords: Image Steganography, ELSB algorithm, Pattern hiding, Graphical password. 
 
1. INTRODUCTION 
Steganography is the technique of invisible 
Communication. Steganography means one 
data should be hidden within data. It is an 
encryption technique and it is combined 
with Cryptography method as a secure 
method to protect data.  The aim of 
steganography is to hide the image from 
hackers. The components of steganography   
are    1.   Cover image   2.   Stego key 
3.Message. It is shown in Fig.1. 
The cover image carries the hidden message. 
Key is used to encode/decode the message 
into the message. A message can be 
anything password, secret data, pattern etc. 
There are some factors that determine the 
efficiency of techniques. 
 
Fig 1: Steganography method for embedding 
and extracting image. 
 They are, 
1. MSE 
2. PSNR 
3. SNR. 
 
MSE: 
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Mean square error. It measures the average 
of the square of the errors or derivations that 
is difference between the estimator and what 
is estimated. The graph is shown in Fig.4. 
 
PSNR: 
Peak signal to noise ratio is a proportion of 
extreme possible power of a signal and 
power of corrupting noise and that affect the 
damage of representation. The graph is 
shown in Fig.5. 
 
SNR: 
Signal noise ratio. It is the measure that 
compares the level of a desired signal to the 
level of background noise. It is the ratio of 
signal power to noise power. The graph is 
shown in Fig.6. 
 
2. RELATED WORK 
Mstafa, R. J.  Christian Bach[1] proposed a 
technique called digital watermarking which 
is an application of steganography to hide 
the data within in an image .P.Sumathi, 
T.Santanam and G.Umamaheswari [2] they 
classified Steganography methods into six 
categories, which are substitution technique, 
Transform domain technique, Spread 
spectrum technique, Distortion technique. 
Sumeet Kaur, Savina Bansal, R.K.Bansal [3] 
they have used some embedding methods 
which are Spread Spectrum, Masking, 
Statistical and Distortion Shradha M. Gurav, 
Leena S. Gawade, Nilesh R. Khochare [4] 
they proposed cloud with graphical security 
by means of image password. Er.Aman 
Kumar, Er.Naveen Bilandi [5] they 
proposed a method of authentication for 
mobile phones, ATM machines, E-
transactions by graphical passwords. 
Jeevana, P [6] they proposed cyclomatic 
method for authentication system. Juneja, K 
[7] they proposed a graphical password 
authentication method by XML 
transformation method. Pavani, M., 
Naganjaneyulu, S., & Nagaraju, C [8] they 
proposed a LSB method to embed a text in 
image. Zhang, T., & Ping, X.[9] they 
proposed statistical analysis on different 
image histogram by detecting least 
significant bit. Ker, A. D. [10] they proposed 
histogram characteristic function for 
detecting least significant bit in image for 
embedding text. Morkel, T., Eloff, J. H., & 
Olivier, M. S.[11] they proposed image 
steganography algorithm for hiding text in 
image. Luo, W., Huang, F., & Huang[12] 
they proposed Edge image steganography in 
least significant bit for embedding image. 
Parvez, M. T., & Gutub [13] they proposed 
RGB steganography algorithm to store 
variable number of bit in every channel. 
Arunkumar S, et.al. [14] have proposed 
secret image sharing for the set medical 
images of different size. BrahmaTeja, K. N., 
Madhumati, D. G., & Rao, K. R. K.[15] they 
proposed edge steganography for hiding 
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data in image . In this method they hide the 
data only in edge. 
 
3. LSB ALGORITHM 
The most familiar and popular method of 
modern day Steganography is to make use 
of LSB of image pixel data [16-29]. This 
technique works perfectly when the file is 
higher than the message file and if an image 
is grayscale [30-39]. In a grayscale image, 
every pixel is denoted by eight bits. The 
pixel last bit is called as Least Significant bit 
as its value will damage the pixel value only 
by “1”. So, the method is used to keep 
hidden the information in the image. The 
LSB steganography is a method of which 
least significant bit of the image is 
exchanged with the data bit. As this 
approach is unsecured to steganography 
analysis so we can encrypt the raw data 
before adding it to the image so it will make 
more secure. This encryption process 
increases the complexity of time but at the 
same time, it gives more security. It is the 
easy approach.  In this approach, the LSB of 
the image is replaced with secret message 
bit. When applying LSB technique, each 
byte of a 24-bit image can be encoded into 
each pixel of three bit. LSB technique may 
be implemented in specific data area – for 
example, the frequency coefficients of a 
JPEG image or embedding a secret message 
into the RGB bitmap data.LSB technique 
also implemented to a different data types 
and formats. Therefore, LSB technique is 
most important steganography techniques 
used today. This is depicted in Fig.2. 
We can use images to hide things if we 
replace the last bit of every color’s byte with 
a bit form the message. 
Message A-01000001 
Image with 3 pixels  
    Pixel 1:11111000 11001001 00000011 
    Pixel 2:11111000 11001001 00000011 
    Pixel 3:11111000 11001001 00000011 
Now we hide our message in the image. 
Message: 01000001 
 Pixel 1:11111000 11001001 00000010                                    
 Pixel 2:11111000 11001000 00000010                                      
 Pixel 3:11111000 11001001 00000011 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 2.  Encoding and decoding of LSB method 
 
4.PROPOSED MODEL 
Enhanced Least Significant Bit algorithm. In 
case of a 24-bit image, LSB algorithm all 
the three components are used for 
embedding the hidden message. But in 
ELSB algorithm only one component among 
three components (Red, Green, and Blue) 
can be used to store 3 bits of the secret 
message. Since only one component is 
changed we can minimize the distortion 
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level in the image. Security can be further 
increased by performing XOR encoding and 
XOR decoding operations. Main Advantage 
of Enhanced Least Significant Bit minimizes 
the distortion level of the image file and 
security can also be increased.The following 
digram explain this methods Fig.3.  
 
 
 
 
 
 
 
 
 
 Fig 3.  Encoding and decoding of ELSB  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 2.  Encoding and decoding of LSB method 
 
5. COMPARATIVE ANALYSIS 
ELSB algorithm is more efficient and less 
distortion when compared to LSB 
algorithm.LSB algorithm hides the 
information in the entire three colours of the 
pixel components distortion will occur due 
to change in the entire colour hence to 
overcome this distortion ELSB comes into 
existence. In LSB algorithm if the pixel of 
the cover image with the RGB compounded 
B8B8B8 is used in binary.10111000-
10111000-10111000.To hide 111 in the 
cover image. The result will be 10111001-
10111001-10111001 depicted in Table.1. 
Table 1. Example for LSB algorithm 
 HD D R G B 
Original 
pixel 
B8B8B8 12105912 184 184 184 
Modified 
pixel 
B9B9B9 12171705 185 185 185 
 
This LSB algorithm produces some 
distortion in the pixel. The three LSB bits 
are changed. In ELSB algorithm if the Pixel 
of cover image with the RGB compounded 
B8B8B8 is used in binary. 
10111000-10111000-10111000 to hide 111 
in the cover image. The result will be 
10111000-10111000-10111111depicted in 
Table.2. 
Table 2. Example for ELSB algorithm 
 HD D R G B 
Original 
pixel 
B8B8B8 12105912 184 184 184 
Modified 
pixel 
B8B8BF 12108919 184 184 191 
 
PSNR value of ELSB is higher than 
LSB.SNR and MSE value of ELSB is lower 
than LSB. This shows that ELSB algorithm 
reduces noise. Comparison is shown in 
Table.3. 
Table 3. Comparison of noise ratio in LSB 
and ELSB 
    PSNR SNR    MSE 
LSB  20.9015 18.5078  498.0065  
ELSB  21.0510  18.4660   497.8213 
 
So, it made an intention to the intruders to 
hack or demolish the data. In our proposed 
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system, we are performing a new technology 
called ELSB for data security; it will not 
only transform the value of data but also 
hides the existence of data from the third 
parties. 
                                    
 
 
 Fig 4: Comparison of LSB and ELSB by 
MSE value 
                               
 
  Fig 5: Comparison of LSB and ELSB by 
PSNR value    
 
Fig 6: Comparison of LSB and ELSB by SNR    
value 
The main goal of this system is hiding a 
higher amount of secured data regardless of 
the size, dimensions of the picture and 
without disturbing the clarity of the original 
image. Image-based authentication using 
steganography is a proposed model which is 
very helpful to the user in many ways. 1. 
There is no need for users to remember 
password only user has to identify the 
embedded image. 2. The user can retain 
password secretly in the form of an image. 
3. No need for a user to type the password 
because the user has to browse the image 
using the mouse. 4. This method prevents 
social engineering (on password) in user 
side. 
 There will be three interfaces as follows, 
    a. Sign up interface  
    b. Authentication interface 
    c. Login interface 
  
6.1. Sign up interface 
This is simple and traditional Sign-up 
interface through which the user can create a 
new account. The user has to fill all 
mandatory fields. First time user can easily 
sign up their account.  
 
6.2. Authentication interface  
In this interface, ELSB algorithm is used for  
embedding pattern in one image. Here, the 
user has to select one image among given 
four images and draw the graphical pattern. 
In our proposed system user has to select at 
least three points to draw the pattern. That 
pattern will be embedded into the image 
using ELSB algorithm. The embedded 
password image will be stored in the 
database. It is shown in Fig.7. 
 
6.3. Login interface 
There is a very simple login procedure. The 
user has to provide a username and select a 
secret image which they have already 
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selected while they sign up and draw the 
correct graphical pattern. 
 
 
 
Fig 7: Graphical pattern is embedded 
in image using ELSB algorithm 
           
When the user submits their detail to the 
concerned server, username and secret 
image will silently transmit over the 
database. If the pattern is correct, it will go 
to the user account or else pattern mismatch 
message will be displayed. 
 
7. SUMMARY 
In today’s world, many authentication 
systems are there. If they are dividing based 
on availability and security then most of 
them will fall into the division of security 
that ensures the safety of the user’s account, 
but they will lead insufficiency of proper 
availability. The remaining are the 
authentication schemes that are intended to 
reach better availability, but it does not have 
proper security to secure the user from 
masqueraded server attacks and 
communication channel attacks. This 
examination was aimed at providing 
authentication schemes that will connect the 
gap between availability and security. It was 
also aimed that the security is achieved 
using a smart card as the second factor 
whereas the usability using graphical 
passwords. Graphical Password-based 
Authentication Scheme: Since usable 
authentication is an important area of usable 
security, this research also focused on the 
usability aspect of the authentication 
schemes. Most of the existing graphical 
password based schemes requires verifier 
table. Therefore, the research objective was 
to propose a graphical password based Two-
Factor Authentication scheme that does not 
require verifier table. The text password has 
less security when compared to a graphical 
password. In graphical passwords, 
continuous clicks will be created the 
password. The click events are executed on 
the different image or on the same image. Or 
the user can also select particular images 
which they want to be their graphical 
password. The Graphical password provides 
security against the dictionary attacks which 
is more hazards in web applications. The 
Graphical password also gives security 
against the relay attacks. 
 
8. CONCLUSION 
 A proposed system gives more 
effectiveness and security. The user can 
easily remember their password. It is 
vulnerable to attack. Graphical passwords 
are better to memorized images than text 
passwords. Graphical patterns seem to 
provide a much higher set of usable 
passwords. For example, people can easily 
identify the person which he knows from 
million of faces; Authentication system 
using this aspect. As another example, a user 
can choose continuous points in an image as 
a password; this makes the huge number of 
probabilities, if the image is more complex 
and large, and it has good resolution. 
Graphical passwords have been proposed to 
International Journal of Pure and Applied Mathematics Special Issue
13330
overcome the drawbacks of text passwords. 
The Proposed system explains that user has 
to register with the bank using the necessary 
requirements. While registering, there will 
be 4 images. A user has to draw a pattern on 
a particular image and set that as the 
password. The pattern will be saved on the 
bank server. The pattern will be embedded 
on the image using Enhanced LSB 
technique. User has to login for processing 
purpose. While login, image and the pattern 
should be selected. The bank server will 
cross check the image and the pattern of the 
user with the registered image and pattern of 
the user .If the pattern matches, the user can 
proceed forward for the process. If the 
pattern mismatches, the user should redraw 
pattern. 
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